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Impacts 
{ For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study.}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	X
	
	
	
	

	Don't know
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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	X
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 


Dependency on non-3GPP (draft) specification: None.
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Justification

Some user data (e.g. user subscription identity (SUPI), slices (S-NSSAI(s)) being requested by a UE, device capabilities) are sensitive information and are to be protected in 5G. In 5GS a procedure is defined to encrypt the sensitive information of a user in an Initial NAS message i.e. during a NAS signalling connection establishment procedure. However, RRC connection establishment procedure does not provide encryption of the user sensitive information such as the S-NSSAI(s) requested by the UE.
In release-15, the lack of the possibility to encrypt the S-NSSAI(s) in RRC connection establishment procedure means that operators have a trade-off decision to make. Operators can configure UEs not to send S-NSSAI(s) in RRC connection establishment procedure. This configuration has the disadvantage that the RAN cannot select the correct AMF leading to AMF reselection in case the wrong AMF was selected and that there is no RAN based overload control possible. Another option operators have is to configure UEs to send the S-NSSAI(s) in the clear over RRC. In this case, RAN can select the appropriate AMF immediately and can provide overload control functionality. However, the S-NSSAI(s) are then disclosed.

This study aims to resolve that operators have to make this trade-off decision by studying solutions that provide encryption of the S-NSSAI(s) on stored AS and NAS security contexts in the UE, Core Network and RAN.
4
Objective

The objective of this WID is to define a procedure to protect the sensitive information elements during the RRC connection establishment procedure.
Additionally, this WID will only study solutions where :

· Cryptographic key material is available from an earlier authentication run;
· Existing NAS or AS security contexts can be used.
It’s the objective to capture the result of the study in a CR to TS 33.501 and the solutions considered in a TR.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	New TR
	
	Study to solutions for protecting sensitive information in the RRC connection establishment
	SA#84
	SA#85
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	Clause added to specify the encryption aspects of sensitive information during the RRC connection establishment
	SA#85
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